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Prompt Ledger is open source AI governance infrastructure. It enforces policy, logs every

decision, and creates an immutable audit trail before execution — not after. Four provisional
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EXECUTIVE SUMMARY

Governance before generation.

Generative AI has crossed the threshold from experimental tool to operational dependency.

Enterprises in regulated industries — banking, insurance, healthcare, defense, and public

services — now route customer interactions, internal decisions, and downstream workflows

through large language models. The economic value is real. So is the systemic risk.

Prompt Ledger introduces a governance layer that sits in front of model inference, not behind

it. Every prompt is validated, versioned, and bound to policy before generation occurs. Every

output is signed, logged, and reconcilable. The result is an audit trail that satisfies

internal control owners, external regulators, and board-level risk committees — without

slowing production throughput.

Prompt Ledger is open source. It is free to use, self-host, and extend. The architecture is

documented here in full. Builders, compliance teams, and AI practitioners are invited to

contribute, fork, and integrate. Enterprise partnership opportunities exist for teams building

on the Vela Protocol — the open developer infrastructure layer beneath the wallet and

governance stack.

This paper describes the architecture of the Governance Chain, the operating model of the

Governance Engine, and the deployment patterns available to any team. It is intended for chief

risk officers, heads of model risk management, compliance leads, and developers evaluating the

category.
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AT A GLANCE

The thesis on one page.

01

PROBLEM

Ungoverned AI

Reactive controls.

Fragmented prompts.

Unauditable execution.

02

SOLUTION

Governance Layer

Validation, versioning, and

policy binding before

model inference.

03

CHAIN

Eight-Layer Chain

Identity · Policy · Registry

Validation · Execution

Boundary · Inference

Attestation · Audit

04

DEPLOYMENT

Cloud · Tenant · OnPrem

Three topologies, one

control plane and

audit schema.

05

MOAT

Deterministic Lineage

Replay-verifiable evidence.

Provider-agnostic.

Regulator-defensible.

OUTCOME: A defensible, reconcilable, regulator-ready operating posture for enterprise AI — without slowing production throughput. Open source, forever.
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THE PROBLEM

Enterprise AI today is reactive.

Issues are detected after the model has already responded — through user complaints, manual

review, or regulatory inquiry. Prompts are fragmented across teams, stored in spreadsheets,

embedded in code, or held in the heads of individual operators. There is no single source of

truth, no version control, and no enforceable policy boundary.

When a model produces an unacceptable output — biased, non-compliant, hallucinated, or

off-policy — institutions cannot reliably answer three questions: What prompt produced this?

Who approved that prompt? What changed between the version that passed review and the version

that failed in production?

Without those answers, AI cannot be governed; it can only be apologized for.

Reactive AI vs. Deterministic Governance

TODAY: REACTIVE AI WITH PROMPT LEDGER

Issues detected after model responds Validated, versioned, policy-bound before generation

Fragmented prompts

(spreadsheets, code, individuals)

Single prompt registry

Versioned · Signed · Reviewable

No version control

No defensible record of intent

Pre-generation enforcement

Non-compliant prompts never execute

Edge-only guardrails

(filter outputs after generation)

Provider-agnostic runtime

Same controls across all models

Opaque drift

(vendor changes surprise production)

Continuous drift detection

Surfaced before reaching users

Manual audit

(reconstructed by hand under pressure)

Reconcilable audit trail

Queryable · Exportable · Defensible
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THE LANDSCAPE

Why existing AI safety tooling is
insufficient.

The current market addresses adjacent problems. Observability platforms tell you what the

model said. Guardrail libraries try to filter unsafe outputs at the edge. Evaluation suites

benchmark model quality on static datasets. None of these tools control what enters the model

in the first place, and none produce a defensible record of intent.

Reactive controls protect against the last failure. Deterministic governance prevents the next

one. Prompt Ledger replaces post-hoc moderation with pre-generation enforcement: a

policy-bound prompt cannot be executed if it violates defined boundaries, and every accepted

prompt is cryptographically tied to the policy version in force at the moment of execution.

Where current tools sit:

TOOL CATEGORY WHAT IT DOES WHAT IT MISSES

Observability

(Arize, Langfuse, W&B)

Captures model output

after generation

No pre-execution control

No policy enforcement

Guardrail Libraries

(Guardrails AI, Rebuff)

Filters responses at

edge of model call

(Layer 7 only)

No identity / policy / prompt

registration or admissibility

AI Gateways

(Portkey, LiteLLM, Kong)

Routing, rate limiting,

cost allocation

No policy enforcement

No attestable audit lineage

Prompt Ledger

(open source)

Pre-generation enforcement

with cryptographically

attestable lineage

—
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THE ARCHITECTURE

The Governance Chain.

Prompt Ledger structures enterprise AI governance as an eight-layer chain. Each layer enforces

a single, testable property; together they produce a complete, reconstructable lineage from

intent to output.

01 Identity Authenticated principal bound to a role, jurisdiction, and session context.

02 Policy Active policy set selected for role, region, use case, and risk classification.

03 Prompt Registry Only registered, versioned, signed prompts may execute. Unregistered prompts are rejected before validation begins.

04 Pre-Generation ValidationPII detection, restricted content screening, contextual fitness, and admissibility checks. Non-compliant requests are denied and logged with full refusal lineage.

05 ★ Execution Boundary (ROS)The governing gate of the chain. The frozen prompt-policy pair passes through a six-stage Runtime Override System before any model call is issued: (1) injection scan, (2) intent classification, (3) schema validation, (4) policy engine confirmation, (5) ROS gate — core invention, enforcing authority bounds and fail-closed execution, (6) execution cleared. If any stage fails, execution is severed. Nothing reaches the model provider without clearing all six stages.

06 Inference Cleared prompt-policy pair transmitted to the model provider. The pairing is hashed and stored before transmission. No prompt modification is permitted after this point.

07 Post-Generation AttestationOutputs signed, classified, and logged with full lineage. Output hash tied to input hash, policy version, and principal identity.

08 Audit Immutable, queryable record. Reconcilable with EU AI Act, SOC 2, ISO 42001, and NIST AI RMF. Replay-verifiable. Exportable.

★ Layer 5 — Execution Boundary — is the architectural invention that separates Prompt Ledger from

observability tooling. Governance occurs before the model is reached. Every other layer supports that

gate.
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THE PRINCIPLE

Governance before generation.

The defining architectural decision in Prompt Ledger is enforcement timing. Conventional AI

safety tools intercept the model's response. Prompt Ledger intercepts the request. This single

inversion changes the risk profile of an enterprise AI deployment.

Pre-generation enforcement means a non-compliant prompt is never sent to the provider.

Sensitive data does not leave the institution's perimeter. Unauthorized use cases do not

consume budget. Drift between the prompt that was approved and the prompt that was executed is

structurally impossible.

Most enterprise AI governance systems were designed for observation, not operational

enforcement. They explain what happened after execution. This model worked when AI functioned

primarily as a content-generation layer. It fails when AI systems begin participating in

operational workflows, decision routing, customer interaction, financial processing, or

autonomous task execution.

Prompt Ledger introduces a pre-execution governance boundary. Every request passes through

identity verification, contextual admissibility, policy enforcement, execution validation, and

runtime risk analysis before any model invocation occurs. This transforms governance from

observability into operational control.

Why timing is everything:

TRADITIONAL STACK PROMPT LEDGER

Prompt → Model → Output → Monitoring

■ Data already left perimeter

■ Action already executed

■ Audit reconstructed by hand

Identity → Policy → Validation → Execution → Audit

✓ Unauthorized role: blocked

✓ Out-of-policy use case: refused

✓ Restricted PII: severed before generation
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HUMAN AUTHORITY

Governed augmentation, not autonomous
replacement.

Prompt Ledger is not designed to replace institutional authority. It is designed to preserve

it under conditions of increasing machine autonomy.

As AI systems become integrated into operational workflows, organizations face a growing risk:

decision systems may begin acting with implied authority that was never explicitly granted.

This creates a dangerous ambiguity between recommendation, automation, and execution.

Prompt Ledger resolves this ambiguity through explicit authority boundaries. Human escalation

pathways remain persistent throughout the execution chain. Approvals, refusals, supervisory

routing, and override controls are embedded directly into runtime governance rather than

delegated to downstream operational processes.

The Human Authority Compliance Requirement (HACR)

Any governance system that can be circumvented by a sufficiently motivated operator is not, in

practice, a governance system. HACR closes this gap through three structural controls:

Role-bound execution

No prompt executes outside the policy set bound to the authenticated principal's role and

jurisdiction.

Immutable lineage

Every execution is cryptographically tied to the principal who initiated it, the policy

version in force at the time, and the exact prompt version that executed.

Audit-as-enforcement

The audit log is an active enforcement instrument. Patterns of near-boundary submissions,

repeated refusals, and lateral probing are surfaced as control events in real time — not after

an incident.
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LLM DISTORTION

Governing drift, sycophancy, and reasoning
distortion.

As large language models produce longer outputs and operate across increasingly autonomous

execution chains, a new category of systemic risk is emerging: reasoning distortion. This

distortion does not always appear as obvious hallucination or explicit failure. Instead, it

often manifests gradually through plausibility replacing evidentiary grounding, stylistic

homogenization, sycophantic reinforcement, confidence inflation, suppression of ambiguity, and

erosion of dissenting viewpoints.

Modern AI systems are optimized heavily for coherence, fluency, and positive interaction

outcomes. Models frequently prioritize responses that appear convincing, socially acceptable,

or emotionally aligned rather than responses that are operationally admissible, verifiable, or

evidentially grounded. Over long-chain reasoning or autonomous execution contexts, this

distortion compounds.

Prompt Ledger treats drift, sycophancy, hallucination, and reasoning distortion as execution

governance failures. The central question is not simply 'Was the output harmful?' The deeper

question is: was the model operationally authorized to reach that conclusion or execute that

action in the first place?

The Prompt Ledger governance model addresses this through:

Admissibility-First Governance No action is valid without sufficient evidentiary basis and verified authority.

Fail-Closed Execution If validation, authority, or basis verification fails, execution is denied by default.

Drift Detection Outputs evaluated for reasoning instability, confidence inflation, sycophantic alignment behavior, and divergence from validated grounding.

Runtime Execution Boundaries Execution paths constrained to validated operational states and policy-approved behaviors.

Audit-As-Enforcement Every decision path remains replayable, attributable, and reviewable.

No Basis → No Path → No Action Prompt Ledger assumes authority absent by default. Trust must be proven, not inferred.
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THE ENGINE

The Governance Engine.

The Governance Engine is the runtime that executes the Governance Chain. It is deployed

adjacent to the institution's existing AI gateway and integrates with identity providers,

secret managers, and SIEM pipelines already in production.

The engine is provider-agnostic. Calls to OpenAI, Anthropic, Google, Mistral, Cohere, and

self-hosted open-weight models are governed identically. Institutions retain full optionality

on model selection without fragmenting their control plane.

Runtime topology:

Identity

(OIDC · SAML)

Policy DSL

(Versioned)

Prompt Registry

(Signed)

Validators

(PII · Class · Fit)

Inference Bridge

(Provider-agnostic)

Attestation

(Hash · Sign · Log)

DATA PLANE: request hash · policy version · principal · output hash

Model providers (all governed identically):

OpenAI Anthropic Google Mistral Cohere Self-hosted

Audit sidecar: SIEM · Data Lake · Risk · Compliance
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DEPLOYMENT

Enterprise Architecture.

Prompt Ledger deploys in three reference topologies: managed cloud for fast time-to-value,

dedicated tenant for institutions with data residency requirements, and on-premises for

environments that cannot egress to commercial cloud. All three topologies expose the same

control plane, the same audit schema, and the same policy DSL. Integration is non-disruptive —

the engine sits between application code and the model provider as a drop-in proxy.

MANAGED CLOUD DEDICATED TENANT ON-PREMISES

Fastest time-to-value

Multi-tenant control plane

Region-pinned data plane

Shared inference fabric

Operated by Prompt Ledger

Data residency · isolation

Single-tenant control plane

Customer-chosen region

Private inference egress

Customer KMS integration

Air-gapped · regulated

Customer-operated runtime

No external egress required

Self-hosted model support

Offline policy + audit

Integrates with existing infrastructure:

IdP / SSO Secrets / KMS SIEM Data Lake Ticketing Model Providers
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AUDIT & OBSERVABILITY

Every execution leaves a trail.

Every execution produces an immutable record: the principal, the prompt version, the policy

version, the model, the input hash, the output hash, the latency, and the cost. Records are

streamed to the institution's existing log infrastructure and retained according to its data

lifecycle policy.

Drift is detected continuously. When a prompt's behavior diverges from its baseline — measured

against a curated evaluation set — the engine raises a control event before the divergence

reaches end users. Model upgrades, provider changes, and silent vendor updates become

observable rather than surprising.

Multi-Agent and Autonomous Workflows

Agentic systems compound the governance problem. A single user request can produce dozens of

model calls across multiple tools and providers. Without lineage, the institution cannot tell

which agent took which action on whose authority. Prompt Ledger treats each agent step as a

governed execution. The full call graph is captured, signed, and queryable as a single

transaction.

Regulatory reconcilability:

EU AI Act SOC 2 ISO 42001 NIST AI RMF

PROMPT LEDGER · OPEN SOURCE · VELA PROTOCOL 12 / 20

github.com/loveconcursall/prompt-ledger  ·  hello@promptledger.co  ·  promptledger.co White Paper · v2.0 · 2026



MARKET CONTEXT

The AI governance market is being mandated
into existence.

Enterprise AI deployment is accelerating faster than governance frameworks. The EU AI Act

(effective August 2026) imposes binding audit and traceability requirements on high-risk AI

systems. US financial regulators and the SEC have issued guidance requiring AI model risk

management. Enterprise procurement teams are now requiring AI governance documentation before

approving LLM vendor relationships.

Prompt Ledger's enforcement position is architecturally upstream of the entire observability

and gateway market — which IDC estimated at $12.4B in 2025 and projects to exceed $40B by

2028. The immediately serviceable addressable market is enterprises in regulated industries

already deploying LLMs into operational workflows under explicit audit and accountability

requirements.

$6.8B 73% Aug 2026

AI governance market by 2028

(Stanford AI Index 2026)

Enterprises cite AI accountability

as top deployment barrier

EU AI Act enforcement begins

Audit requirements binding
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FAILURE MODE MAPPING

Ten AI failure modes. Ten controls.

FAILURE MODE PROBLEM PROMPT LEDGER CONTROL

01 Hallucination AI makes up facts. Verified Source Enforcement — outputs grounded in verified sources from Prompt Ledger.

02 Data Leakage Sensitive data exposed. Data Isolation & Redaction — PII detection, masking, and tenant isolation by design.

03 Bias AI discriminates or is unfair.Bias Detection & Mitigation — continuous bias testing, fairness metrics, mitigation workflows.

04 Model Drift Performance degrades. Drift Monitoring & Alerts — real-time monitoring of model behavior and performance.

05 Adoption Failure Nobody uses the system. User Trust & Experience — transparency, feedback loops, and human-in-the-loop.

06 Lack of Clear ROI No measurable value. ROI Tracking & Analytics — track usage, outcomes, and impact with measurable KPIs.

07 Overfitting AI too rigid, not adaptable.Adaptive Prompt Framework — modular prompts, dynamic context, version control.

08 Technical Debt System too complex. Modular Architecture — clean, layered, API-first for scale and maintainability.

09 Integration Failures AI doesn't fit systems. Seamless Integration Layer — pre-built connectors, APIs, and enterprise system adapters.

10 Lack of Testing Not fully validated. Validation & Testing Suite — comprehensive testing, red teaming, real-world validation.
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USE CASES

Enterprise verticals.

Banking

Customer-facing chat, KYC summarization, internal research copilots, complaint triage, and

credit memo drafting under a single policy regime aligned to model risk management standards.

Insurance

Claims intake, underwriting assistance, fraud narrative review, and policyholder

communications, with full lineage available to conduct regulators.

Healthcare

Clinical decision support, patient communication drafting, and revenue cycle automation, with

PHI controls enforced before any text reaches a model provider.

Public Sector

Case management, citizen services, and intelligence triage in environments where every model

interaction must be defensible to oversight bodies.
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ROADMAP

Four sequenced phases.

PHASE TIMELINE MILESTONE DELIVERABLES

1 · Foundation

★ NOW

Q2 2026 Open source

launch

Prompt registry · Policy DSL

Pre-generation validation

Signed audit log

Managed cloud deployment

2 · Enterprise

Integration

Q4 2026 Enterprise

ready

Identity federation

Dedicated tenant

SIEM connectors

Provider integrations

3 · Autonomous

Governance

Q2 2027 Agent

governance

Agent + tool-call governance

Drift detection

Continuous evaluation

Multi-step lineage

4 · Regulated

Deployment

Q4 2027 Sovereign

grade

On-premises distribution

FedRAMP control mappings

Formal attestations

Sovereign deployments

★ Phase 1 is live. The codebase is open source and available on GitHub now.
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PATENTS PENDING

Four provisional applications.

Prompt Ledger is actively prosecuting the following patent applications covering the

Governance Chain, the Governance Engine, and related deterministic-generation methods. The

underlying codebase is open source; the patents protect the architectural inventions.

Patent 01 System and Method for Pre-Execution Control of AI-Generated Outputs Using a Sequential Multi-Gate Validation and Policy Enforcement ArchitectureApp. No. 64/057,163 · Filed: May 4, 2026 · Status: Pending · US

Patent 02 Pre-Execution Policy Enforcement in Agentic AI & Automated Tool-Use PipelinesApp. No. 64/057,233 · Filed: May 5, 2026 · Status: Pending · US

Patent 03 Immutable Audit-First Data Attribution & Per-User Prompt TraceabilityApp. No. 64/057,231 · Filed: May 5, 2026 · Status: Pending · US

Patent 04 Deterministic Pre-Inference Governance Chain for Enterprise AI SystemsApp. No. 64/063,384 · Filed: May 12, 2026 · Status: Pending · US
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OPEN SOURCE

Built in public. For everyone.

Prompt Ledger is released under an open source licence. The full codebase — Governance Engine,

Governance Chain, audit infrastructure, policy DSL, and deployment tooling — is available on

GitHub.

The architecture is designed for extensibility. Contributors can add new validators, policy

engines, identity adapters, model provider bridges, and audit sidecar connectors. The modular

design means individual layers can be replaced or extended without re-platforming the full

chain.

How to get involved:

Use it

Deploy Prompt Ledger in your own AI stack. Self-host, fork, or run managed.

Contribute

Open issues, submit PRs, extend validators, build provider bridges.

Build on Vela Protocol

Prompt Ledger is part of the Vela Protocol open infrastructure stack. Teams building AI-native

products — wallets, compliance tools, governance layers — can build on Vela and co-develop

with the core team.

Partner on Velcro Wallet

The Velcro Wallet is the consumer-facing implementation of Vela Protocol: an AI-governed,

non-custodial crypto and fiat wallet. Enterprise teams and developers interested in the

intersection of AI governance and financial infrastructure are invited to reach out.

Cite the work

If you use Prompt Ledger's architecture, patents, or methodology in your own research or

product, please cite appropriately.
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FOUNDER

Lara Stuart-Mueller

Founder & CEO · Prompt Ledger · loveconcursall

Lara Stuart-Mueller is the founder of Prompt Ledger and parent company loveconcursall, a

technology company building at the intersection of civil rights, financial inclusion, and AI.

She brings enterprise-scale experience from Oracle (present during the Sun Microsystems

acquisition), Apple, and Zurich Life, alongside a decade of independent technology leadership

and humanitarian work with Syrian refugees in Jordan.

Prompt Ledger emerged from a specific conviction: the institutions adopting AI fastest are the

ones least able to absorb its failures. Governance is not an afterthought. It is the

precondition for serious deployment.

Prompt Ledger is built with a multi-model development approach. The governance architecture is

designed and reviewed across Claude (Anthropic), GPT-4 (OpenAI), and Copilot (Microsoft) —

with Claude serving as the primary audit and architecture review layer throughout development.

Building a governance product on a single model would be a governance failure.
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CONTACT & LINKS

Find us, fork us, build with us.

GitHub github.com/loveconcursall/prompt-ledger

Website promptledger.co

Email hello@promptledger.co

Vela Protocol velcro.dev

Parent Company loveconcursall.com

NeuralPulse (AI publication)neuralpulse-ai.com

Prompt Ledger and the cube mark are trademarks of their respective owners. Patent applications pending:

64/057,163 · 64/057,233 · 64/057,231 · 64/063,384. This document is provided for informational purposes

only. Open source licence terms are available in the GitHub repository. © 2026 Prompt Ledger ·

loveconcursall. All rights reserved.
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